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l. | ntroduction.

Thefollowing comments are submitted on behalf of ACA International (ACA)
in response to the Federal Trade Commission’s request for comments on the uses of
Socia Security Numbers (SSNs) in the private sector to reduce the occurrence of
identity theft.

As part of the accounts receivable management industry, ACA members
regularly use consumer credit information, including SSNs. This information is
essential to the process of recovering payments. SSNs are the only unique identifier
recognized acrossindustries and consistently applied throughout amyriad of consumer
transactions. SSNs are a critical component in initiating and fulfilling consumer
transactions. Asthe Commission recently testified,

SSNsplay avital rolein our economy, enabling both business
and government to match information to the proper individual.
Federal, state, and local governments rely extensively on SSNs for
identifying consumers when administering programs that deliver
servicesand benefitsto the public. With 300 million Americans, many
of whom share the same name, the SSN presents significant

advantages as ameans of identification because of its uniqueness and
permanence.’

! Prepared Statement of the Federal Trade Commission Before the Ohio Privacy
and Public Records Access Study Committee of the Ohio Senate and House of
Representatives on Public Entities, Personal Information, and |dentity Theft, at 4 (May
31, 2007).
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For the credit and collections industry, unrestricted access to SSN information
by licensed and regulated debt collectors is not simply a matter of expediency or
convenience. Asdiscussed in this comment, accessing SSN information is necessary
to comply with legal obligations imposed under Federal and state laws, for example,
complying with the accuracy and compl eteness standards of the Fair Credit Reporting
Act (FCRA); theFair and Accurate Credit Transactions Act (FACTA) and the Disposal
Rule promulgated by the Commission; the Fair Debt Collection Practices Act
(FDCPA); the Graham Leach Bliley Act (GLBA) and the Commission’ simplementing
regulation, the Safeguards Rule; and the Health Insurance Portability and
Accountability Act (HIPAA). Indeed, the credit reporting system is predicated upon
the use of SSN to accurately identify consumers when reporting information to, and
obtaining information from, consumer reporting agencies. Assuch, thereisperhapsno
greater threat to the functioning of the credit and collection systemin the United States
than restrictions placed on the access to and use of SSNs.

It is because of the unique status of the SSN that unscrupul ousindividual s seek
to use SSNs to perpetrate crimes such as identity theft. ACA members are keenly
aware of the impact of identity theft. In many instances, the theft is unknown to a

consumer until a delinquency prompts a creditor to assign the account to an accounts
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receivable management firm for collection. It is during the attempt to collect the
account that an ACA member brings the theft to the attention of the consumer and
hel ps them begin the process of addressing and rectifying the problem. Inthisregard,
ACA members have been instrumental in providing victims with an identity theft
affidavit and other resources and information to help them clear up the theft. In many
instances, credit grantors and third-party debt collectors find themselves in the front
line of the battle to expose the crime — frequently working with consumersto unravel
the fraud and reconstruct their financial lives. ACA previously partnered with the
Commission regarding the devel opment and implementation of the D Theft Affidavit,
and ACA memberstoday widely usethe Affidavit for distribution to consumer victims.
ACA aso participated in astudy conducted by the Federal Reserve Board to determine
the prevalence of ID theft among consumers.

|dentity theft has many victims, however. In addition to the consumers whose
identity is stolen, identity theft harms businesses in the United States. Consumers
typically do not haveto pay for the fraudulent charges of identity thieves. Under many
state and federal laws, aswell asthe policiesof individual companies, it isthe business
from which the goods or services were obtained fraudulently or the financial

institutions that extended the credit that pays most of the cost. These financial losses
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arestaggering. The Treasury Department estimated that total credit card fraud lossesin
2000 resulting from identity theft ranged between $2-$3 billion. These losses are
absorbed not only by business, but also by consumers through higher prices and
increasesin the costs of credit, aswell asthe accounts receivable management industry
that invests time and labor in attempting collection of accounts that ultimately are
uncollectible by reason of identity theft. And then there are the incalculable costs
associated with identity theft by its undermining the economy and acting as adeterrent
to consumers’ engaging in commercial transactions out of fear of exposing themselves
to the crime.

Based on a heightened sensitivity to the implications of identity theft and its
extensive experience in the various existing compliance requirements under Federal
and State laws, ACA encourages the Commission to develop the record in this
proceeding to clarify several points.

First, the credit and collections industry regularly use consumer credit
information and SSN as anecessary component for locating consumersand to evaluate
aconsumer’ s ability to pay a past due account.

Second, existing statutory and regulatory laws governing the accountsreceivable

management industry place comprehensive and verifiablerestrictionson the credit and
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collectionsindustry to ensure the security of sensitive consumer information, whether it
take the form of non-public personal financial information, SSNs, or protected health
information. These restrictions cover the lifespan of the use of SSNs from the
inception of accounts to the disposal of sensitive documents containing SSN
information.

Third, thereisno evidence adduced by the President’ sIdentity Theft Task Force
indicating that the account receivable management industry is a significant source of
identity theft.? Thislack of evidence suggests that the existing statutory and regul atory
restrictions applicable to the industry are capable of deterring the crime.

Fourth, Federal laws should providethat State or municipality-based initiatives
to regulate the use of SSNsare preempted by the Federal standardsin order to avoid the
proliferation of a patchwork of conflicting mandates that would threaten to grind
business transactions to a halt.

Fifth, any privacy legislation on a Federal level that seeks to restrict accessto
and use of SSNsin order to further deter identity thieves should expressly recognize

that SSN's are a necessary component of credit and collection industry transactions as

2 The President’ sIdentity Theft Task Force, Combating Identity Theft: A Srategic

Plan, at 13-18.
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the only unique marker to identify consumers and, as such, full accessto entire nine-
digit SSNsfor these specified transactions should not be restricted.

ACA’s concerns about legislative and regulatory efforts to restrict the private
sector use of social security numbersare shared by other public and private entities. As
noted above, the Commission has expressed sensitivity to striking a proper balance
between ensuring that business continue to have full access to SSNs for verification
purposes on one hand while guarding against identity thieves having access to SSN
datafor nefariouspurposes.® Indeed, “ [€]xcessiverestrictionson the use of SSNscould
have deleterious impact on such important purposes as public heath, criminal law
enforcement, and anti-fraud efforts by making it unduly difficult . . . to identify

individuals.”*

Other well-regarded organizations, such asthe DBA International, share
similar concerns with those articulated in this comment. For these reasons, ACA

endorses the comment filed by the DBA in this proceeding.

3 Prepared Statement of the Federal Trade Commission Before the Ohio Privacy
and Public Records Access Study Committee of the Ohio Senate and House of
Representatives on Public Entities, Personal Information, and Identity Theft, at 4 (May
31, 2007).

4 Seeid.
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I. Background On ACA International.

ACA International is an international trade organization originally formed in
1939 and composed of credit and collection companiesthat provide awide variety of
accounts receivable management services. Headquartered in Minneapolis, Minnesota,
ACA represents approximately 6,000 members based in more than 55 countries and
ranging from credit grantors, third-party collection agencies, attorneys, and vendor
affiliates.®> ACA has numerous divisions or sections accommodating the specific
compliance and regulatory issues of its members’ business practices.®

The company-members of ACA are subject to applicable Federal and statelaws
and regulations regarding debt collection, as well as ethical standards and guidelines
established by ACA. Specifically, the collection activity of ACA membersisregul ated
primarily by the Commission under the Federal Trade Commission Act, 15U.S.C. 845

et seg., the FDCPA, the Fair Credit Reporting Act, 15 U.S.C. 8§ 1681 et seq., and the

> ACA’s membership includes approximately 3500 company members, 1200

credit grantor members, 850 attorneysin the Member Attorney Program, 150 affiliate
members, 300 asset buyers, and 350 international company members. All stated, ACA
represents approximately 95 percent of all debt collectorslocated in the United States.
6 Seewww.acainternational.org. ACA’sdivisionsinclude CreditorsInternational,
Asset Buyers Division, Members Attorney Program, Government Services Program,
Healthcare Services Program, and Internet and Check Services Program.

9
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Gramm-Leach-Bliley Act, 15 U.S.C. § 6801 et seg., in addition to numerous other
Federal and statelaws. Indeed, the accounts receivable management industry isunique
iIf only because it is one of the few industries in which Congress enacted a specific
statute governing all manner of communications with consumers when recovering
payments. 1n so doing, Congress committed the Federal enforcement of the recovery of
debtsto the jurisdiction of the Commission.

ACA members range in size from small businesses with a few employees to
large, publicly held corporations. Together, ACA members employ in excess of
150,000 workers. These membersincludethe very smallest of businessesthat operate
within alimited geographic range of asingletown, city or state, and the very largest of
national corporations doing businessin every state. The majority of ACA members,
however, are small businesses. Approximately 2,000 of the company members
maintain fewer than ten empl oyees, and more than 2,500 of the members employ fewer
than twenty persons.

ACA serves members and represents the industry by developing timely
information based on sound research and disseminating it through innovative
education, training, and communications. The Association also promotes professional

and ethical conduct in the global marketplace; acts as the members' voice in critical

10
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business, legidative, legal, regulatory and public arenas; and provides quality products
and servicesto its members.

To help members stay current on regulatory and business developments, aswell
asindustry practices, ACA provides morethan 130 educational and training workshops
to its members each year, with nearly 1,000 industry professionals completing ACA’s
collector credentialing program annually. Asdiscussed in detailed herein, ACA isthe
industry leader in providing compliance information and education to its members,’
and education to consumersto encourage financial literacy. ACA provides consumers
with valuable information about their rights under the FDCPA and the Fair Credit
Reporting Act.

In addition, ACA has aCode of Ethics and Professional Responsibility (Ethics
Code). Upon becoming amember of ACA and asacondition of membership renewal,
each member agrees to abide by the Association’s Ethics Code. In addition, ACA

members must comply with all Federal and state laws and regulations governing the

! Through ACA’s Campus ACA™, the Association provides a wide variety of

training and educational opportunities such as professiona development courses,
certification opportunities under ACA’s proprietary certification program entitled
Professional Practices Management System™ (PPMS), local and in-house seminars,
online seminars, teleseminars and Webcourses, as well as regularly scheduled
conferences. See http://www.acainternational .org/?cid=321.

11
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credit and collectionindustry. Infact, ACA’scommitment to complianceisreflectedin
the fact that consumers are encouraged to file complaints with ACA. If acomplaintis
filed regarding an ACA member, ACA investigates the complaint and, if it findsthat a
member company hasviolated the Association’ s standards and ethics guidelines, it will
Impose sanctions ranging from a private letter of admonition to suspension to
expulsion.

I11. ACA Members Are A Critical Part Of The Economy.

The credit and collections industry in general, and ACA members in specific,
play acrucial role in safeguarding the health of the economy. Uncollected consumer
debt threatens the economy. According to a 2006 economic impact study of the
collectionsindustry conducted by PricewaterhouseCoopersLLP, third party collection
agencies returned $39.3 billion to creditors measured on acommission basisin 2005.°

This represents a savings of $351 per household each year, which equates to 155

8 See PricewaterhouseCoopers, LL P, Value of Third-Party Debt Collectionto the

U.S Economy: Survey and Analysis (June 27, 2006) (Exhibit 1). The $39.3 billion
returned to creditorsin 2005 amountsto a 22 percent reduction in non-public debt. 1d.
It equates to 11.4 percent of the before tax profits of al United States domestic
financial corporations. Id.

12
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gallons of gasoline or 129 days of electricity payments attributed to households.’

By itself, outstanding credit card debt has doubled in the past decade and now
exceedsonetrilliondollars. Total consumer debt, including home mortgages, exceeds
$9 trillion.’® Moreover, the greatest increases in consumer debt are traced to
consumers with the least amount of disposable income to repay their obligations.

As part of the process of attempting to recover outstanding payments, ACA
members are an extension of practically every community’ s businesses. For example,
ACA membersrepresent the local hardware store, the retailer down the street, and the
local physician. The collection industry workswith these businesses, large and small,
to obtain payment for the goods and services received by consumers.

ACA membersalso partner with Federal, state, and local governmentsto assist
in the recovery of public debts. Each year, Federal agencies refer billions of non-tax
debtsto the Department of Treasury’ s Financial Management Service (FMS) pursuant
to the Debt Collection Improvement Act of 1996. FM Sisresponsiblefor “improv[ing]

the quality of the [F]edera government’s financial management by increasing the

o Id.

10 william Branigan, U.S Consumer Debt Grows at an Alarming Rate, Wash.

Post, Jan. 12, 2004.
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collection of delinquent debt owed to the government, by providing debt management
services to al federal agencies, and by protecting the financial interests of the
American taxpayer.”'* According to FMS, “the FMS debt collection program is a
central tool for sound financial management at the Federal level. Since 1996, FM S has
collected morethan $24.4 billionin delinquent debt. Infiscal year 2005, collections of
[Flederal delinquent debt remained at a constant $3 billion.” *2

Theimportance of collectionsindustry also isreflected in other Federal and state
initiativesinvolving partnershipswith between industry and government. For example,
the Internal Revenue Service hasimplemented a program, authorized by the Executive
Office of the President, to utilize debt collectors to supplement recovery efforts on

approximately $120 billion in unpaid Federal income taxes. In addition, ACA

1 See hitp://www.fms.treas.gov/debt/index.html. The debts include (1) loans

made, insured or guaranteed by the government, including deficiency amounts due after
foreclosure or sale of collateral; (2) expenditures of non-appropriated funds; (3)
overpayments, including payments disallowed by Inspector General audits; (4) any
amount the U.S. Government is authorized by statute to collect for the benefit of any
person, e.g., consumer redress; (5) the unpaid share of any non-Federal partner in a
program involving afederal payment and a matching or cost-sharing payment by the
non-Federal partner; and (6) fines or penalties assessed by an agency. See
http://fms.treas.gov/debt/questi ons.html#Debts%20I ncl uded.

12 Seehttp://fms.treas.gov/news/factsheets/delinquent_debtcollection _2005. html.
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members are essential to the recovery programs of the Department of Education and
state analogs. Commentsfrom interested parties concerning theimportance of student
loan recovery programs will be submitted to the Commission separately.

Without an effective collection process, the economic viability of these
businesses, aswell as public debt recovery programs, isthreatened. At thevery least,
Americans would be forced to pay higher prices to compensate for uncollected debt.

V. Responses To Requests For Comment.

ACA respectfully submitsthefollowing responsesto the Commission’ srequests
for comment focusing particularly on those areas relevant to ACA’s membership and
expertise:

1. Current Private Sector Collection and Uses of the SSN

A.  What businesses and organizations collect and use the SSN? For
what specific purposes are they used?

Response: ACA members, asfinancial ingtitutions, collect and use SSNs
for avariety of different purposes. Credit grantorsfrequently obtain SSN information
for identification purposes, particularly in open ended and closed ended credit
transactions requiring the credit grantor to obtain a consumer report to evaluate credit

risk. Consumer reporting agencies use SSNsasan identifier. Thisisacritical unique

15
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identifier in light of the hundreds of millions of consumer reports maintained by the
consumer reporting agencies — each with different tradeline information. The SSN is
an organizational and accuracy tool in this context which not only allowsfor complete
and accurate credit information to be maintained and accessed, but also to make sure
that the correct consumer is associated with a particular credit transaction given the
similarity and subtle variancesin consumer report files (e.g., Rob Smith, Robert Smith,
Rob A. Smith, Robert Alan Smith, etc.). Healthcare providers use SSNsfor much the
same reasons. Debt collector members access and use SSNs upon the completion of
consumer transactions in compliance with the obligations of the FDCPA, FCRA and
FACTA. For example, credit grantors provide demographic and account information
on their clientsto debt collectorsin secured and verified transactions where electronic
data files are transmitted to debt collectors. The collectors access this information,
including SSN data, to perform due diligence on the accounts. Thisincludesobtaining
consumer reports pursuant to FCRA'’s permissible purposes, verify the identity and
information about the debtors, transmitting dispute and accounts status information to
consumer reporting agencies, and confirming the identity of debtorsin the context of
investigating and reconciling identity theft allegations.

B. What is the life cycle (collection, use, transfer, storage and

16
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disposal) of the SSN within the businesses and organizations that use it?

Response: See response to 1.A. In addition, ACA states that credit
grantorstypicaly areresponsiblefor theinitial collection of the SSN. Doing so may be
part of acredit application, a hospital admission form, or other document creating the
relationship between debtor and creditor. Typically the SSN is stored electronically
with the credit grantor pursuant to security-enabled computer systems such as those
required by the Safeguard’ sRuleand HIPAA. The SSN isused internally by the credit
grantor for account administration purposes, aswell asin-house recovery effortswhich
may include reporting to consumer reporting agencies. Reporting to consumer
reporting agencies, whether performed by credit grantorsor third-party debt collectors,
is conducted electronically through security-enabled systems.

SSNs are protected health information by law. HIPAA’s Security Rule
identifies standards and i mplementation specifications that organizations must meet in
order to remain compliant with Federal law. The purpose of the Security Rule isto
adopt national standards for safeguards to protect the confidentiality, integrity and
availability of electronic protected health information (EPHI). Importantly, the
Security Rule only applies to protected health information that is in electronic form.

Security standardsfor health information in non-electronic form are not covered by the

17
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Security Rule. The Privacy Rule, a separate rule under HIPAA, still requires
appropriate security of all protected health information, regardless of its format.

All HIPAA covered entities must comply with the Security Rule. Ingenerd, the
standards, requirements, and implementation specifications of the Security Rule apply
to the following covered entities. healthcare providers, health plans and healthcare
clearinghouses. When one is acting as a business associate (e.g., billing provider,
collection agency) of acovered entity, the business associate must protect the EPHI it
creates, receives, maintainsor transmitson the covered entity’ sbehalf. Covered entities
must require their business associates to implement safeguards to ensure that EPHI is
properly protected. These assurancesare provided by the business associate agreement.
While business associates are not directly subject to the requirements of the Security
Rule, it is by way of this document that business associates become obligated to
comply with the requirements of the Security Rule.

The Security Rule standards are designed to be scal eable and are technol ogically
neutral in order to best address theindividual circumstances of healthcare entities and
to adjust for changes in technology. Covered entities may use any security measures
that will allow the covered entity to reasonably and appropriately implement the

standards and implementation specifications. In deciding what security measures to
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use, the covered entity must take into account its size, complexity, capabilities, costs of
security measures and the potential risksto EPHI.

The Security Rule is divided into three main categories. administrative
safeguards, physical safeguards and technical safeguards. Additionally, the Security
Rule also provides organizational and documentation requirements. Within these
categories are standards which define what a covered entity must do. Most of the
standards set forth corresponding implementation specifications that provide
instructions for executing those standards. In some cases, however, the standard itself
includesall the necessary instructionsfor implementation. I n theseinstances, there may
be no corresponding implementation specifications for the standard set forth.

If the SSN is part of non-public personal information covered by the
Commission’ s GLBA Safeguards rulemaking, other security measuresarerequired for
the use, storage, and transfer of the data. The Safeguards rule generaly applies to
consumer reporting agencies, debt collectors, retailers that extend credit by issuing
credit cards to consumers, check-cashing businesses and many other entities that meet
the definition of “financial institution” as defined in section 509(3)(A) of the GLBA
and the Commission’s implementing Privacy Rule. The objectives of the Safeguards

areto (1) ensure the security and confidentiality of customer records and information;
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(2) protect against any anticipated threats or hazardsto the security or integrity of such
records; and, (3) protect against unauthorized access to or use of such records or
information which could result in substantial harm or inconvenience to any customer.
Financial institutions are required to develop a written information security program
that is appropriate to its size and complexity, the nature and scope of its activities, and
the sensitivity of the customer information at issue. The Rule sets forth the general
elements that a financial institution must include in its information security program.
Each financial institution must:

a Designate an employee or employees to coordinate its information
security program in order to ensure accountability and achieve adequate
safeguards.

b. | dentify reasonably foreseeableinternal and external risksto the security,
confidentiality, and integrity of customer information that could resultin
the unauthorized disclosure, misuse, ateration, destruction or other
compromise of such information, and assess the sufficiency of any
safeguards in place to control the risks.

C. Design and implement information safeguards to control the risks

identified through risk assessment, and regularly test or otherwise

20
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monitor the effectiveness of the safeguards’ key controls, systems, and
procedures.

d. Oversee service providers, by taking reasonable stepsto select and retain
service providersthat are capabl e of maintaining appropriate safeguards
for the customer information at issue; and requiring service providers by
contract to implement and maintain such safeguards; and

e. Evaluate and adjust information security programsin light of the results
of the testing and monitoring required; any material changes to its
operations or business arrangements; or any other circumstancesthat the
financial institution knows or has reason to know may have a materia
impact on its information security program.

Other Federal law requirements control the disposal of the SSN. The Disposal

Rule, promulgated by the Commission under FACTA, requiresthe proper disposal of
information in consumer reports and recordsto protect against “ unauthorized accessto
or use of the information.” The Disposal Rule requires reasonable measures for
disposing of consumer report information such as adopting policiesto: burn, pulverize,
or shred papers with SSN information; destroy or erase electronic files or media

containing consumer report information; or conduct due diligence and hireadocument
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destruction contractor to dispose of SSN information.
C. Aregovernmental mandates driving the private sector’ suse of the SSN?
Response: Seeresponsesto 1.A and 1.B. Governmental mandates are
partially responsiblefor the use of the SSN in the private sector. Anexampleof thisis
the mandated standard of accuracy and completeness for furnishing consumer
information to aconsumer reporting agencies. Satisfying thisstandard requiresthe use
of SSN in order to make sure that tradeline information is furnished to, and accessed
from, consumer reporting agencies for the correct consumer. Other governmental
mandates in the form of verification requirements under the FDCPA implicitly, if not
explicitly, requirethe credit and collection industry to use consumers SSN information
asaunique identifier.

Still other government mandates for the use of SSN arise in the context of
regulatory effortsto try to prevent and reconcile identity theft. FACTA amended the
FCRA to add various new provisions, including subsection 605B which requires
nationwide consumer reporting agencies and information furnishers to block
information appearing on aconsumer’ s credit filewhen the consumer indicates that the
information resulted from identity theft. The FACTA permitsaconsumer to contact a

nationwide consumer reporting agency to request a block on the identity theft
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information pursuant to subsection 605B. Before the block can be implemented,
however, the consumer must provide detailed information to the agency including (1)
proof of identity, (2) a copy of an “identity theft report,” (3) the identification of the
informationin hisor her credit filethat istheresult of identity theft, and (4) a statement
that the information is unrelated to atransaction by the consumer. FACTA, § 152(a).

FACTA provides minimum standards for the content of an “identity theft
report.” Ataminimum, the report must allegethat an identity theft occurred; providea
valid copy of areport filed with an appropriate Federal, State, or local law enforcement
agency; and subject the consumer to criminal prosecution for filing false information.
FACTA, 8111. To protect against abuse, the proposed rule adds arequirement that the
consumer provide as much specificity as possiblein thereport, and allowsinformation
furnishers the right to request additional information or documentation to help
determine the validity of the alleged identity theft.

Upon receipt of an identity theft report and request for a block, a nationwide
consumer reporting agency must notify the information furnisher that (1) the
information furnisher’ s data may be the result of identity theft; (2) the consumer has
filed anidentity theft report; (3) the consumer hasrequested ablock of theinformation;

and (4) the effective dates of the block. FACTA, § 152(a). A furnisher must have
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reasonabl e proceduresin placeto respond to such notice from the nationwide consumer
reporting agency and prevent refurnishing the information. FCRA, § 623(a)(6)(A).

The FACTA also permits consumers to send an identity theft report directly to
information furnishers. Pursuant to subsection 623(a)(6)(B), the consumer must send
the report to the address specified by the information furnisher, and the report must
state that the information maintained by the information furnisher resultsfrom identity
theft. FCRA, 8 623(a)(6)(B). Thereafter theinformation furnisher is prohibited from
providing the information to a nationwide consumer reporting agency unlessit knows
or isinformed by the consumer that theinformation is correct. Id. The use of the SSN
asaunique identifier of the consumer victim is essential.

D. Arethere aternatives to these uses of the SSN?

Response: For the credit and collectionsindustry, thereisno aternative
to the SSN. It is the only universally recognized form of consumer identification
adhered to by credit grantors and consumer reporting agencies.

E. What has been the impact of state laws restricting the use of the SSN on
the private sector’s use of the SSN?

Response: Theimpact of statelaw restrictionson the use and availability

of SSN in the private sector have been multifaceted. State law restrictions frequently
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fail to account for the necessity that the credit and collectionsindustry have full access
to SSNs. This creates formidable barriers to the continued processing of consumer
transactions and recovery of debts. In some respects, state law restrictions have been
duplicative of the Federal statutory and regulatory requirements applicableto the credit
and collections industry regarding the safety and security of sensitive consumer
information such as SSN, thereby creating yet another level of unnecessary regul atory
burdens. In other respects, the state law restrictions threaten inconsistencies with
existing Federal requirements governing the use of SSNs.

It isfor these reasons that ACA strongly encourages the Commission to fully
evaluatein thisrecord proceeding the requirement that any future Federal limitationson
SSN usage preempts state or municipal laws. Many of ACA’s collection agency
members are small businesses, who must focus a large portion of their resources on
complying with existing regulation.  Legislation without a clear preemption clause
would subject ACA members to a patchwork of conflicting and duplicative privacy
obligations among the various states, which will impose significant difficulties for
compliance in both private and public sectors.

ACA respectfully submits that a fair and appropriate approach is that any

Federa privacy legidation expressly state that third party debt collectors aready in
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compliance with GLBA or HIPAA are deemed to be compliant with any new privacy
regul ations and notification requirements. All to oftenitisthe casethat new legislation
and regulations are created in a manner that conflicts with existing regulations and
legislation. For example, requiring debt collectors to notify third parties each time
there“may” have been unauthorized accessto information maintained by the collector
with respect to aconsumer’ s debt may place the collector at oddswith the requirement
of the FDCPA sdtrictly prohibiting third party disclosures except in very limited
circumstances. Potential inconsistenciesor confusion in applying overlapping Federal
regulations may also occur if new privacy initiatives use different terminology than
existing laws such as HIPAA and GLBA. Finaly, any new law should commit the
enforcement of the law to the exclusive jurisdiction of the Commission, as opposed to
subjecting the private sector to civil litigation and/or class action exposure.
2. The Role of the SSN as an Authenticator

A. The use of the SSN as an authenticator — as proof that consumers
arewho they say they are—iswidely viewed as exacerbating the risk of identity theft.
What are the circumstances in which the SSN is used as an authenticator?

Response:  The circumstances in which the credit and collections

industry utilize SSNs as an authenticator of consumers is discussed above. See
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response to no. 1.

B. Are SSNssowidely available that they should never beused asan
authenticator?

Response: SSNsarenot so widely availableto identity thievesthat they
should no longer be used as an authenticator. To the extent that thereisvulnerability in
the use of SSNis, typically that risk is greatest in on-line transactions where consumers
are required to provide detailed information such as SSNs. That type of risk is very
low for the accounts receivable management industry because it is not predicated on
Internet-based transactions and there are many existing data security requirements
mandated in law. The fact remains that until there is a uniformly accepted substitute
that all consumers, business, and government entities adopt as an authenticator to
replace SSNs, there is no aternative to the use of the SSN.

C. What arethe costs or other challenges associated with eliminating
the use of the SSN as an authenticator?

Response:  Eliminating or truncating the SSN in consumer-based
transactions in the credit and collections industry would create more consumer harm
and would not ensure the prevention of identity theft. Without the SSN as a means of

authenticating aconsumer, the compl eteness and accuracy of consumer credit records
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would be reduced. Verification of consumer information would be vastly more
complicated, thereby injecting uncertainty in the process of recovering debts.
I nvestigating and combating identity theft for consumer victimswould be moredifficult
because of the complications of verify theidentity of thevictim. All inall, therisksto
consumers and to the private sector are far more damaging if SSNswere eliminated or
truncated.
3. The SSN asan Internal Identifier

A. Some members of the private sector use the SSN as an interna
identifier (e.g. employee or customer number), but others no longer use the SSN for
that purpose. What have been the costsfor private sector entitiesthat have moved away
from using the SSN asan internal identifier? What challenges have these entitiesfaced
In substituting another identifier for the SSN? How long have such transitions taken?
Do those entities still usethe SSN to communi cate with other private sector entitiesand
government about their customers or members?

Response: Therisk of eliminating SSNsasaninternal identifier withina
company, for example, as an employee identification number, isless. Thisisbecause
internal identifiersare presumed to be aunique numbersthat are not reported outside of

agiven company. To the extent that the internal identifier is not transferred to third-
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parties, such as consumer reporting agencies, and isnot used in consumer transactions,
thereis no need for standardization of the number.
4. TheRole of the SSN in Fraud Prevention

A. Many segments of the private sector use the SSN for fraud
prevention, or, in other words, to prevent identity theft. How isthe SSN used in fraud
prevention?

Response:  See response to nos. 1-2. To summarize, the credit and
collection industry relies on SSNs as away to investigate account fraud and possible
identity theft. This includes the investigatory requirements under FACTA and the
Commission’sldentity Theft Rule. SSNs perform anecessary function in this context
by authenticating consumers and allowing the scope of the crime to be exposed based
on the reported use of the SSN.

B. Aredternativesto the SSN available for this purpose? Are those
aternatives as effective as using the SSN?

Response: Seeresponseto nos. 1-2. Thereareno other aternativesaseffective
as SSNis for purposes of preventing and investigating identity theft.

C. If the use of the SSN by other sectors of the economy werelimited

or restricted, what would the ramifications be for fraud prevention?
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Response: Seeresponseto nos. 1-2. Restricting the use of SSNsin some
transactions or limiting its use in certain industries would have far-reaching
conseguences that would complicate the ability to detect and prevent the fraud.

5. TheRole of the SSN in I dentity Theft

A. How do identity thieves obtain SSNs?

Response: The President’s Identity Theft Task Force substantively
addresses the methods which identity thieves gain access to consumers SSNs. In
addition, it is clear that there is no evidence that the account receivable management
industry isitself asubstantial source of identity theft, for example, as aconsequence of
Inadequate data security measures. To the contrary, the credit and collectionsindustry
is among the most robustly regulated entities when it comes to safeguarding
consumers’ personal information.

V. Conclusion.
ACA appreciates the opportunity to comment on the issues raised by the

Commission. If you have any questions, please contact Andrew M. Beato at

Respectfully submitted,

STEIN, MITCHELL & MEZINES,LLP
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